NGAN HANG TMCP THINH
VUQNG VA PHAT TRIEN

Ha néi, ngay 12théng % nam 2024

THU MOI CHAO HANG CANH TRANH

Kinh giri: Quy Cong ty

Ngan hang TMCP Thinh vigng va Phit trién (PGBank) chuén bi t& chire chio hang canh tranh
g6i mua sim “Trang bi phin mém ra quét kiém tra an toan cho ma ngudn tai PGBank.” tai
Téang 24 — Tda Mipec - 229 T4y Son - Quan Pdng Da - Ha N§i. Trén trong kinh mdi Quy Céng
ty quan tAm tham gia chio hang canh tranh géi mua sim néu trén.

Quy Céng ty s& duge cung cap bd hd so yéu ciu tai website Ngan hang TMCP Thinh vuong
va Phit trién: https://www.pgbank.com.vn/.

Thoi gian phét hanh hd so yéu cu tir 46 givdongay(d thang 4. niim 2024 dén trude {75 00
ngay 00 thang &F. nam 2024, (gi®r Viét Nam) -

Hb so chio hang canh tranh phai dugc giri dén Ngan hang TMCP Thinh vugng va Phat trién
mudn nhét la trude A% gio 0, ngay 15 thang 0.€ nam 2024.

H5b so phai duoc iziém phong kin bén ngoai ghi 15 “Trang bi phin mém ra quét kiém tra an
toan cho ma ngudn tai PGBank.”. Hd so chao hang canh tranh s& khong hop 1& va bi loai néu
khong c6 niém phong, niém phong bi hur hai hofic giri t&i dia chi trén qua gi¢ quy dinh & trén.
PGBank thire hién nhin HSDX/béo gia, m& HSPX/béo gid c6 thé nhiéu hon 1 }én. Sau thdi han
bé4o gia 1an ddu, PGBank thuc hién mé HSDX/bio ‘gizi va PGBank duge quyén yéu cé‘u} NCC
dd gii HSPX/bdo gia thuc hién dam phan gia, fiiéu 'kién thuong mai. P_GBa1\1k ¢o6 thé nhin
HSDbX/bao gid va m& HSBX/béo gia trong Cé’C lan tiép theo theo thc"mg bdo bang thwr dién tir
(email) clia PGBank nhim dat duge mire gié toi wu nhét, tiy vao the té viéc chao hang.

Néu Quy Céng ty cin biét thém théng tin, xin vui 1ong lién hé v6i dau mébi nhu bén dudi.

Hb sc & xuit xin vui long giri vé dia chi:

Ngén Hang TMCP Thinh vuong va Phat trién

Téng 24, Toa nha Mipec, 229 Tay Son, Péng Pa, Ha Noi

Ngudi nhan: Mr. Vii Minh Thanh - Trung tim mua sim — 0914115595

PHG TONG GIAM DOC BIEU HANH

Grin Virn Luin



HO SO MOI CHAO HANG CANH TRANH

G6i mua sim: Trang bi phin mém ra quét kiém tra an toan cho ma ngudn tai PGBank.
Bén mi chao hang canh tranh: Ngan hang TMCP Thinh vuong va Phat trién (PGBank)




PHANA. TUNGU VIET TAT

PGBANK Ngan hang TMCP Thinh virong va Phat trién

CHCT Chao hang canh tranh
HSYC H6 so yéu cAu

HSPX H{ so dé xudt
HSDXKT Hb so dé xuét ky thuat
HSPXTC Hb so d& xudt tai chinh
VND Péng Viét Nam




PHANB. CHiDAN BOI VOI NHA CUNG CAP

Muc 1. N§i dung moi chao hang canh tranh
1. PGBank mdi nha cung cip tham gia chio hang canh tranh g6i CHCT dwoc mé ta bét
dau tir Muc 2 cia phén nay.
2. Tén g6i CHCT: Trang bi phin m&m ra quét kiém tra an toan cho ma ngudn tai
PGBank.
3. Loai hop ddng: tron géi
Muc 2. Théi han trién khai
Thoi gian trién khai — Téi da 30 ngay.
Dio tao va ban giao tai liéu — T4i da 10 ngay. Ap dung k3 tir thoi diém ban giao hoiic ¢6 email
x4c nhén license dich vu tir nha sin xuét.
Muc 3. Hién trang va muc tiéu diu tw
1. Hién trang
PGBank dang cé nhu ciu “Trang bi phin mém ra quét kiém tra an toan cho ma ngudn taj
PGBank”
2. Muc tiéu dau tw
Trang bi phén mém ra quét kiém tra an toan cho ma ngudn tai PGBank dé kiém soat dwoc an
toan cho ma nguédn v ng dung, phat hién ra cac diém yéu nghiém trong d& kip thoi khic
phuc trude khi dwa ra ngoai cho cac don vi sit dung tranh duge cac diém yéu nghiém trong
anh hudng dén dich vu ciia Ngén hang.
Muc 4. N§i dung cia HSDX
HSDX do nha cung cap chudn bi phai bao gdm:
Pon chao hang;
Tai liéu chimg minh tw cdch hop 1€ clia nha cung cAp;
b so & xudt k§ thust dap tmg cdc yéu cAn cia PGBank;
Hb so @ xuit tai chinh;
Céc tai liéu khac ma nha cung cdp thiy cin thiét dé lam 16 ning lyc va kinh nghiém

U

chia minh trong viéc trién khai G6i chio hang.
6. Cam két cla NCC:
- Cam két ciia NCC v& viéc tham gia chdo gia minh bach, trung thirc, khéng dwa héi 16
cho nhén sy lién quan cia PGBank dui moi hinh thirc (qua, tién mit, tién chuyén
khoan, loi ich khic,...) trude, trong va sau khi céng bd két qua Chao hang canh tranh.
- -Cam két bao mat thoéng tin cho PGBank néu duoc PGBank Iua chon 1a NCC
- Cam két chét lugng cac san phdm tét nhét va tién d6 giao hang/thuc hién theo thda

3 W
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Mue 5. Lam ré HSYC
1. Lam rd HSYC

Trong trirdng hop cin 1am rd HSYC, nha cung cp giri d& nghi 1am 16 dén bén moi chao hang
mudn nhit truée thoi diém déng chao hang. Khi nhan dugc dé nghi lam r6 HSYC cta nha
cung cp, bén mdi chio hang s& tra 1&i cho nha cung cp c6 yéu clu 1am rd va tt ca cac nha
cung cip khéc d4 nhan HSYC tir bén méi chao hang, trong d6 md ta ndi dung yéu céu lam 15
nhung khong néu tén nha cung cip dé nghi lam r8. Trudmg hop viée 1am 5 din dén phai sira
d8i HSYC thi bén méi chao hang tién hanh sira @81 HSYC theo thii tuc quy dinh tai Khoan 2
Muc nay.

2. Sira @i HSYC
Trudng hop sira d6i HSYC, chit du tu s& giri quyét dinh sira di kém theo nhitng ndi dung
stra d6i dén tit ca cac nha cung cp d4 nhdn HSYC khéng mudn hon t8i thiéu 02 ngay lam
vige trudc ngay cd thii diém cudi nhén HSPX, truong hop khéng du 02 ngay lam viée thi cha
dau tur s& gia han thoi diém cubi nhan HSDX tuong tng.
Muc 6. Don chio hang canh tranh .
Bon chao hang canh tranh phai c6 chit ky cia ngudi dai dién hop phap cia nha cung cép
(ngudi dai dién theo phép luit cia NCC holic ngudi duoc iy quyén kém theo giéy ity quyén
hop 1§)
Muc 7. Gid chao hang canh tranh
Gia chao canh tranh bing VND, [a gia dd bao o6m c4c loai thué/phi theo quy dinh va tit ca céc
chi phi phat sinh lién quan ma PGBank khéng phai chiu thém bt k¥ 1 chi phi nao khéc.
Muc 8. Thoi gian ¢6 hiéu e ciia HSPX _
Thoi gian c6 hiéu lyc cia HSPX 14 t6i thidu 30 ngay, ké tir ngay c6 thiri diém hét han ndp hd
so chio gid. HSDX nao c6 thdi han hiéu lyc ngén hon quy dinh s& khéng duoc tiép tuc xem
xét, danh gia.
Muc 9. Chuin bj va njp HSPX

1. Nha cung cap phai chuan bi 01 ban gdc, tii dung HSPX phai dugc niém phong
va ghi 16 #n g6i chao gia, tén nha cung cip. Bén chi du tur ¢6 trach nhiém bao mat théng tin
trong HSPX ciia nha cung cap. '

2. Nha cung cip ndp truc tiép hozc giri HSPX theo dudng buu dién dia chi clia

bén chit d4u tr nhung phai dam bio bén chii dAu tu nhén dwgc trude thai han ndp héd so trude

... gidngdy .....thang ....... ndm.... theo dia chi nhu sau:
a) Ngin Hang TMCP Thinh vigng va Phét trién
b) Téng 24, Toa nha Mipec, 229 Ty Son, Péng Pa, Ha Noi
¢) Ngudi lién hé ;: Mr. Vii Minh Thanh
d) Email: thanhvm@pgbank.com.vn |
¢) Dién thoai: (+84) 914.115.595 | vl



Déng thoi, giri ban mém cia HSPX (43 ma héa bing mat khéu - khdc nhau cho HSPXKT va
HSDXTC) t6i hom thu dién ti: hienntt3@pgbank.com.vn trude théi han nop ho so. Mat khiu
chi duge cung cAp cho bén mdi chao hang khi dugc yéu cau bai bén mdi chao hang Nha cung
cAp cam két tinh ddng nhét thong tin gitta ban mém va ban cimg ciia HSDX d3 giri.

3. Bén chi du tur s& tiép nhan HSPX cia tit ¢4 nha cung cip ndp HSDX trude

thoi han ndp héd so. Trudng hop nha cung cép nop HSPX sau thoi han thi HSDX bj loai va
dugec tra lai nguyén trumg cho nha cung cép.

Muc 10. Lam rd HShX
Sau khi mé& bao gid, nha cung cip ¢6 trach nhiém 1am r5 hd so dé xuét theo yéu céu cua bén
mdi chao gid. '
Viéc lam t phai bio d¢am khong lam thay dbi ban chét ctia nha cung cp, khong lam thay déi
ndi dung co ban cia hd so @& xuét da ndp.
Mue 11. Mé bao gia
- Viéc mé& bdo gia khong phy thudc vio sir c6 mit hay ving mit ciia dai dién nha cung cép
tham dur chao hang.
- Viéc mé chao gid duge thuc hién theo trinh tu sau déay:
+ Kiém tra niém phong hodc mé ban mém v&i mat kbdu duoc cung cp bdi nha cung cap.
+ Mo ban chao gid va doc to, 15 t8i thiéu nhitng thong tin sau: tén nha cung cép, gid, thoi
gian c6 hiéu lyc cia chdo gia va cac théng tin khéc ma bén mdi chao hang thiy cin thiét.
Muc 12. Piéu kién dbi véi nha cung cip duge chon
Nha cung cép duge xem xét, dé nghi triing chao gia kin khi dép ung di cac diéu kién sau day:
e Co6Hb so dé xuit hop 18,
e Cb niing luc va kinh nghiém dap tmg yéu cau.
o C6 gia dé nghi chao hang khéng vurot qué ngéan sach duoc phé duyét.
Muc 13. Thong bio két qua
Két qua Iya chon nha cung cép s& duoc giri dén tht ca cung cép tham du chao hang qua thr
dién tir.
Muc 14. Thwong thie, hoan thién va ky két hep dong.
1. Thuong thio vé nhitng ndi dung chira dii chi tiét, chua 16 hoidic chwa phi hop,
thdng nhit gifra Hd so yéu cAu va Hb so dé xudt, giifa céc ndi dung khac nhau trong Hb so d&
xuét c6 thé din dén c4c phat sinh, tranh chép hoic anh hwdng dén trach nhiém ciia cic bén
trong qua trinh thue lﬁén hop ddng.
2. Thuong thao vé c4c sai 1éch do chi dAu tir phat hién va d& xuét trong hd so
@& xudt (néu o).
3. Thuong thao vé cic vin d& phat sinh trong qua trinh lira chon nha cung cép
(néu c6) nhim muc tiéu hoan thién cac ndi dung chi tiét cia gbi CHCT.

Phin C. YEU CAU VE NANG LUC KINH NGHIEM
Muec 1: Yéu cau ve néiing lwe tai chinh
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Bén chao hang

Dat

Khong dat

Niing lwc tai chinh ]{5 tir khi thanh l3p
hodc trong 3 nim gian nhat (2021, 2022,
2023)

1.1

Dinh kém Béo co tai chinh hing nim ké tir
khi thanh 14p hodc trong 3 nim gin nhét
(2021, 2022, 2023), d4 ndp co quan thué
hoic bédo cdo tai chinh da duge kiém todn va
bién lai ndp thué céc nam (ban photo).

Loi nhuén sau thué (B4t budc phai co 141)
trong nim gén nhét.

Ut tién nha cung cip ¢ béo cdo tai chinh
hang nim.

Bit budc

Co

Khéng

Niing lre cung cip ban quyén gidi phdp,
dich vu

2.1

Nha thau cung cép gidy phép hoiic thu ay
quyén ban hang cia nha san xuit, hoic nha
phén phéi hodc nha ban 1¢ dirge nha san xuét
1y quyén tai khu vire chéu 4.

Bit budc

- Co

2.2

Nha thiu c6 da 2 chimg nhén ISO9001 va
15027001

Bit budc

Co

Muc 2:

Yéu cau ve kinh nghiém trién khai

STT

~ A Y.
Yéu cau chi tiet

Bit bude/
Tty chon

Mikre d) dap tmg ciaa
Bén chao hang

Dat

Khéng dat

S$6 niam thanh lap: Trén 5 nim

Bit bude

Co

Khong

Ban sao c6 cong ching Giay chimg nhén
dang ky kinh doanh hosc Gidy ching nhén
dang ky déu tu hodc tai liéu tuwong duong
duoc cép theo quy dinh cia phap Inat Viét
Nam

Bit budc

Co

Khong

Nha thau ¢6 kinh nghiém trién khai tdi thiéu
2 hop ddng cung cip giai phap an toan thong
tin hodc mét mé déan su co gia tri t6i thiéu 2

| ty ddng hodc hop dong cung chp giai phap

10 quét diém yeu ma ngudn tuong tu véi gid
tri tdi thiéu la 1,5ty dong

" Bét budc

Cé

Khong

Nha cung cp cam két ve viéc dam bie day
di nhén sy trong co chu 16 chirc tham gia
trién khai dlI in.

Téi thiéu 1 nhén s cé chimg chi DevOps,

1 nhdn sy c6 chitng chi CSSLP hodc da
tham gia khéa hoc uy tin cao trén thé g10’1
do pcmag danh gia.

Bit budc

Co

Khéng

g



Muc 3: Yéu ciu vé k§ thujt
Nha cung cip phai cung cép duoc cac vin ban, tai lidu, chimg chi... 3 chimg minh dat dap img

céc tiéu chudn, tiéu chi lua chon, nhitng yéu ciu *PGBank chi cha"ip nhan dap ung toan bo”

néu Pap tmg 1 phin hodc Khéng dap tmg thi bi loai.

STT

Yéu ciu chi tiét

Dap
wng
toan b

Pap
irng 1
phin

Khéng
dap
irng

Thuyét
minh

Yéu ciu co ban bit budc phai dap vmg

S6 lwong License cho ngudi st dung:
- 25 License cho m4 ngudn m& SCA
(Software Composition Analysis), bao
gdm ca Docker Container Security.

- 25 License cho ma ngudn tinh SAST
(Static Application Security Testing).

Cha - ’
PGBank chi chip nhén dap mg todn bd.

Diéu kién License ciia sin phim phai dam
bao diy di cac thanh phin sau:

- C6 day dii tinh ning theo s6 luong nha
phat trién (Developers) va ngudi quén tri.
- Khéng gidi han sé lvong du 4n duge
quan ly (project)

- Khéng giéi han sé luong du an duge
quét ddng thoi.

- Khéng gi6i han s lrong kho luu trit
dugc quan 1y (repositories) va dugc cip
nhit canh béo 15 hng.

Chu y: ’
PGBank chi chap nhan dap Gng toan bo.

Ung dung hoat ddng trong moéi truong lai
ghep (hybrid)

- Scan Engine dit tai may chi nha cung
cép dich vu

- May chi hin: trit source code dit tai
PGBank va do nhén su PGBank quan Iy.
- Ung dung khong duoc phép upload code
ra ngoai moi trirdmg internet.

- Banh vi quét ma nguén gbém (tinh va
mé) déu thure hién trén may chi quén 1y
mi ngudn cia PGBank.

Chuy: ' '
PGBank chi chip nhén dap img toan bo.
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Biét budc g dung dwoc ndm trong danh

| TOP 5 nhimg nha phat trién (Developers)

duge The F orrester Wave hpé.c Gartner
danh gia cao nhat cpo it nhat lwha_mg muc
SCA hodc SAST ke tai thoi diém ndm

12023 hogc 2024.

Chay: - '
PGBank chi chap nhin ddp g toan bg.

II

Yéu ciu vé cai dit, Trién khai, phwong
phap tinh license

Yéu cau bt budc img dung cho phép nha
phat tnen (Developers) quét m& ngudn
truc tiép tir may tinh.

- Théng qua (windows command prompt)
khéng cén sir dung théng qua IDE

- Khong upload code l1én méi trurong
internet dudi moi hinh thire

I

Yéu ciu chung vé cong nghé va kha
ning tich hop

1111

Yéu ciau chung

HB tro cho nhiéu loai trinh quéan 1y géi

- Cho phép chon ngdn ngir s& duge quét

- Nén tang 14p trinh va cdc tdc nhan khéi
tao Ung dung tir cac ngdn ngft sau: ABAP
| Android Java | APEX | ASP Classic/VB
Basic/VBScript | C/C++ (beta) | COBOL |
C# | ColdFusion | Go | Groovy | Java [iOS
Objective C | JavaScript / Node.js | Kotlin
/ Kotlin Mobile | PHP | PLSQL | Python |
R | Ruby| Swift [ TypeScript | VB.Net |
VBScript | Visual Basic | Xamarin C#

C6 kha nang phat hién cac t€p tin doc hai
hoéc cac doan ma nhi phén chita ma ddc
Chiy: ’

PGBank chi chip nhén dap img toan bd.

Cho phép nha phat trién (Developers) tiép
c4n dén céc théng tin vé nhimg rii ro cia
thir vién, va khuyén nghi wru tién cap nhat
rii ro nay.




Pap Pip | Khing £
STT Yéu ciu chi tiét ing wng 1 dap T,-_il[:iift
toan b§ | phan ing :
Co kha n#ng tich hop véi kho luu trit nhu
9 GitHub, GitLab, Azure DevOps va

Bitbucket, Google DevOp

10

C6 kha néng Tich hop v6i cae IDE phd
bién, nhw IntelliJ, Eclipse, Visual Studio,
Ma Visual Studio, PyCharm va
WebStorm.

11

Bit budc tich hop véi cac trinh duyét phé
bién dé cac nha phét trién (Developers) ¢6
thé xem trude cac thong tin chi tlet veé
mdt thanh phin, nhw phién ban, gidy
phép, va cac 16 héng bao mat da biét,
ngay tir trinh duyét trude khi quyét dinh
tai nd vé.

12

Cho phép tich hop CI/CD tat ca céc giai
doan trong vong doi phét trién img dung.
Chuy: )

PGBank chi chap nhén dap Gng todn bo.

I11.2

Yéu ciu dap wng kha niing mé ring

13

C6 tinh ning mé réng d& hd trg quét anh
Docker/ Quét container.

Chuy: )

PGBank chi chap nhin d4p tmg toan bd.

14

Ung dung c6 thé xdc dinh va nhan dang
céc mo hinh Al

- C6 ngudn gdc tir Hugging Face, mot nén
tang va kho luu trit phd bién danh cho céc
mo hinh Al duge dao tao trudge

- Phét hién trong bdi canh ciia mot g
dung ma cac mo6 hinh Al nay dang duoc
str dung hodc tich hop.

15

H¢ thong d4nh gia va bo cdo moi I8
héng bao mit lién quan dén cic md hinh
Al va xé4c dinh c4c riii ro hoic diém yéu
béo mét tiém 4n c6 thé bi khai thac.

Chuy: )
PGBank chi chip nhén dap img toin bo.

16

Phin mem  phai ¢6 kha néng scan md
éng vé gidy phép cic mo hinh Al

L
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17

Kha ning mé rong khi cin th1ét dé kich
hoat chttc ning quét co s& ha tAng phd
bién dudi  dang Trinh quan ly mé (IaC) dé
tim céc cAu hinh sai, bao gdm Terraform,
CloudFormation, Kubemetes, Mau ARM,
M6 hinh khéng ¢6 may chi va Helm.

v

Ap dung chung cho nén tdng SAST va
SCA

Iv.i

Quan ly va gidam thieu ridi ro

18

Cho phép danh dau hogc 1am néi bat
nhitg diém yeu t6 khong tudn tha trong
souce code vé diéu kién gidy phép ma
ngudn.

Chu y: )
PGBank chi chip nhén dap g toan bo.

19

Pinh nghia chinh sich voi tiy chinh
thudc tinh.

- Cho phép dinh nghia chinh sach quét
ung dung.

- Dinh nghia chinh sach trong phat hién
va phan loai 16 héng

- Cho phép dinh nghia céc chinh sach ru
tién canh bao 15 héng (c6 thé lua chon
theo mirc d6 nghiém trong cua 16 hong)
lién quan dén vmg dung va nhén sy tiép
nhén théng tin

20

C6 kha niing phan tich day du cac thong
tin nhur:

- Metadata (si€u dir liéu chnta toan bd
thdng tin ciia source code)

- Phén tich céc phu thude giita cac thur
vién trong source code dé danh gia duoc
céc rii ro lién quan dén source code.

Chu y: ]
PGBank chi chap nhan dép g toan bd.

21

Cho phép b6 qua file/thu myc ma ngudn
ma bd phin phat tri€n néi bé thyre hién
khi dwge yéu cau.

22

Co kha ning bd qua va kich hoat lai chinh
sach vi pham neéu img dung van chira
duoc khac phuc 16 héng.

10




STT

Yeéu ciau chi tiét

Pap
g
toan b

bap
ung 1
phan

Khéng
dap
ung

Thuyét
minh

23

Kha nang dam bao rang céc thay d01 mé
ngudn duoc danh gia theo cac quy tic va
tidu chuén cu thé, ddng thoi c6 thé ngan
chin viée hop nhé.t hoc trién khai ma
ngudn khéng tudn thi, tir 36 duy tri chét
Iwrong va tinh bao mat cia mi ngudn

24

C6 thé tich hop theo ddi vén dé véi hé
th’ﬁng\ITS dé ty dong ma ticket theo doi
van dé/dong the

Chuy: '
PGBank chi chdp nhén ddp img toan bj.

25

Phai ¢6 chire néng théng béo ty dong lién
quan dén 16 hong méi qua hé thong mail

Chi y: )
PGBank chi chiap nhan dap ing toan bd.

1v.2

Bao cdo, gidm st va do lwong

26

Cung cap két qua quet tong hop va béo
céo vé 16 hdng méi trong giao dién ngudi
diing (GUI) va khd ning tao bao cdo cu
thé theo timg nhém chire nang.

27

L4p danh sach phén mém tai Jiéu duorc
kiet xuat & nhi€u dinh dang khac nhau (it
nhét 04 loai dinh dang)

Chay: )
PGBank chi chdp nhdn dap vmg toan bd.

28

C6 thé xuét béo cdo 16 hdng phén mém
theo nhidu dinh dang kém CVE chi tiét va
dudmg dan tham khéo ctia hiing cong
nghé, va ngubn cong khai khic.

Chuy: ’
PGBank chi chap nhén dép tmg toan bo.

29

Kha néng dam béo ring dir 4n vin tuin
thii céc gidy phép

- Gidy phép doc quyén hoic ngudn md

- Cung cép hd so toan dién va tinh phéap
1y chia ma ngudn mda.

Chuy: ’
PGBank chi chap nhin dap (g toan bo.
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STT

a A . g+ KA
Yéu can chi tiét

Pap

toan bo

bap
tmg 1
phén

Khong
dap

ra

Thuyét

30

Cung cAp théng tin c6 gié tri vé canh bao
duge tao cho cac thu vién cu thé, trong d6
bao gdm: -

- M6 ta 16 héng.

- Mirc d9 nghiém trong.

- L3i CVE ho#ic CWE ¢4 lién quan.

- Hau qua néu bi khai thic

- Théng tin vé& ban quyén thu vién.

- Théng tin vé tudn thu.

- Thong tin v& hanh ddong nén dugc thue
hién (huéng din khic phuc)

- Cac phién ban cli mai.

- Chét lwrong dirge tinh theo mirc d6 tin
cy cua ting phién ban cép nhit.

Chu y: )
PGBank chi chap nhén dap 1mg toan bo.

31

Cung Cép biéu d6 v& tinh trang bao mat
theo théi gian trong do:

- Kém theo két qua ctia ma ngudn nhidu
16 héng nhidu hon hay it hon.

- Lién quan dén xir 1y céc 15 héng bao mat
da thuc hién trong tb chirc.

Chuy: )
PGBank chi chap nhin dap tng toan bd.

IV.3

Tich hop véi ing dung khic théng qua
API

32

Cung cap API RESTful d€ cho phép tich
hop cac ing dung do doanh nghiép tir viét
v&i img dyng nay.

Chu y: ]
PGBank chi chép nhén dép tmg toan bo.

33

| Kha néng tao bdo céo thong qua API dya

trén rui ro bao mét, cac loai giéy phép,
diém chat lugng.

Chuy: )

PGBank chi chdp nhén dap ing toan bo.

34

Cung cép API dé; cac phan mém khac 1iy
dﬁ.’,liéu CVE, Diém CVSS, Bién phap
khéc phuc.

Chay: )
PGBank chi chip nhén dap Gng toan bo.
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STT

Yéu cau chi tiét

Pap
g
toan bd

Pap

ing 1
phén

Khéng
dap
img

Thuyét
minh

35

Cong cu nay phai hd tro cac API cho
phép cac tmg dung khac ciu hinh hé
théng.

- Céac chinh sach, nhom, ngudi dung, tao
vi x6a dur an, v.v.

1V.4

Quain ly truy cap

36

Kha ning tuong téc va tich hop véi hé
thaqg SSO danh cho x4c thue va iy
quyén '

37

Phin mém hé tr¢ ghi nhén dugc cac
théng tin nhur quan 1y mét khéu, Kiém tra
hanh d6ng ctia ngwoi ding trong hé théng
theo ID ngudi dung, IP, va dinh danh.

38

Yéu cau bit bude kiém soat truy cap dua
trén vai tro theo mé hinh tir nhé dan nhu
sau

- cAp 16 chitc - cép du 4n - clp san phim
- x4c dinh pham vi chiic ning va quyén
quéan ly ma c6 thé dugc cdp cho ngudi
ding

Chuy: )
PGBank chi chip nhin ddp img todn bd.

39

Giéi han khé néng hién thi k&t qua quét &
mitc cac chu dur 4n dé phén chia theo
chirec néng nhiém vu cia timg du 4n

40

Co chirc nédng cho phép k¥ su ciia nha san
xuét

- Duogc truy cép vao ung dung quét mi
ngudn dé stra 16i theo cach thire on/off
ngay t{én ng

Yéu ciu chung véi wng dung quét ma
nguon mé SCA (Software Composition
Analysis)

V.1

Kh3 ning phat hién.

41

Yéu c4u bit bude c6 kha niing quét ngoai
tuyén

- Trurong hop quét tai méi trudng do
PGBank quan ly.

- Trong qué trinh quét mét két ndi internet
khéng 1am dan doan hoic mét théng tin
trong khi thuc hién

Cho y: )
PGBank chi chap nhin dap ing toan bd.
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Dap
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toan b

bap

U’ngl
phan

Khéong
dap
ing

Thuyét
minh

42

C6 kha niing quét theo chi dinh va kha
ning loai trir

- Thur muc lwu trir
- Tép tin hru trir

Cha y: .
PGBank chi chap nhéin dap img toan bd.

43

Cho phép quét bang phuong phép sir
dung doéng 1énh dang windows mode
nhung khdng duge phép upload ma
ngudn trong khi sit dung tir:

- M4y tinh c4 nhan nha phat trién
(Developers) .

- Méy chil Ivu trft ma nguén (Repository)
Chi y: )

PGBank chi chip nhén dép img toan bd.

V.2

Kha nang phin tich géi tin doc hai

44

Yéu cau ¢o chirc ning giam sat lién tuc va
khdng cén quét lai thi cong moi khi phat
sinh 16 hong méi

Chu y: ’
PGBank chi chip nhin dap img toan bd.

45

Bit budc cung cip co ché va thong tin
chinh x4c d& giam thiéu duong tinh/am
tinh gia. Tang kha niang nhén dién va
danh gia murc d6 16 hdng 1a chinh xéc,
khong chinh xac.

- tru tién nhitng 18 héng co6 thé duoc khai
thac

- cung cfp cac phuong 4n phian tich siu
mA ngudn d& tim ra cach ching c6 thé bi
khai thac.

Chay:

PGBank chi chip nhén dép Gng toan bd.

46

Cung cép huéng dan khiic phuc va
phuong phép va 161 céc thur vién, cdp nhét
kién thirc co ban vé 10 hong.
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Yéu cau chi tiét

Dap
irng
toan bé

Pap

ung 1 -

phin

Khéng
dap

Thuyét
mifiE

47

Bit budc tig dung cho phép truy cép va
cap nhét danh muc cac 16 hong. Tang tai
nguyén tham chiéu khong chi & thu vién
mo& ma con thyr vién clia nha san xuét.

- Truay cép co sé dir liéu cong cdng.

- Truy cép co s& dif liéu ca hdng cong
nghé.

48

Kha nang b6 qua va kich hoat lai canh
bao céc 16 hong an ninh théng tin.

V3

Kha ning phin tich/kiém tra ban
quyén giay phép dbi véi source code

49

Kha nang hién thi théng tin chi tiét vé&
gidy phép cia phan mém nguén mg OSS
(Open source software) cac thanh phan.

50

Kha ning quan ly gidy phép thur vién, bao
gbm ca viéc gan hoéic xba giay phép.

31

Kha niing dva ra cac khuyén nghi dé giam
thiéu céc thanh phan khong tuén tha (vi
du: thir vién khong c6 gidy phép duoc chi
dinh ho#c ban quyén):

- Tén thir vién

- Tinh trang duge giai quyét

- Thoi gian yéu ciu duoc giai quyét

Chay: )
PGBank chi chap nhén dap g toan bd.

52

Kha ning bo qua va kich hoat lai canh
béo vi pham giay phép.

Chuy: )

PGBank chi chip nhin dap g toan bg.

Yéu cin cho san phim quét ma ngudn
tinh SAST (Static Application Security
Testing)

VI.1

A A ~ A ~ ¥ A - P
V& luong dit liéu va dieém yéu bio mat

53

Phai c6 chirc néing cho phép quét trén da
nén tang.

- Quét tir linux, macOS
- Quét thdng qua public API vdi img
dung khac.




- Sir dung duogc trong Windows (vi ¢6 thé
may tinh ciia nha phat trién (Developers)
dung windows)

- Binh nghia dugc cach thuc hlen thong
qua plpelme

: : Pap Dip | Khong £
STT Yéu cau chi tiet ing ung 1 | - dap Th}lylft
toan b§ | phan ing i
Chay: ’ :
PGBank chi chap nhén dap (ng toan bd.
Yéu cau bat budc cung cAp chirc ning
quét nhanh va ra bo cédo nhanh nhw
- Chi dinh ngén ngit duoc quét
- Chi dinh thur vién duge nap vao hé
54 théng

55

Cung cap canh bo bao mat vé céc diém
yéu phén mém theo danh sdch CWE
(Common Weakness Enumeration): T4p
doan MITRE duy tri CWE, quan Iy
chuong trinh; va cung cAp huéng din k§
thuat khach quan cho Cong déng CWE
trong sudt qua trinh dé dam bao CWE
phuc vu loi ich cong cong.

56

Kha ning khuyén nghi dyra trén cic
ngudng 16 héng khic nhau theo tiéu
chuén Common Vulnerability Scoring
System - CVSS

- Mite nghiém trong | cao | trung binh |
thp

- 50 lwong 16 héng va tdng hop sb luong
timg murc ¢6 lién quan.

57

Kha ning bé qua va kich hoat lai canh
bédo cac 16 hong an ninh théng tin.

58

Phai cung cép tai lidu gido duc cho nha
phét trien (Developers) dua trén phét hién
diém yéu

- C6 sén trong nén ting tmg dung.
- C6 san trong mdi trudmg cdng khai
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Phin D.

CAC YEU CAU KHAC

Yéu cau ve chuyén giao, dio tao, bio hanh, béo tri, ho tr¢

STT

Ciu
phén
chuyén
mon

Yéu cAu chi tiét

Bit bude/
Tuy chon

Yéu
ciau dao
tao

Ngon ngir dao tao: Tieng Viét. Néu gido vién 14 ngudi
nude ngoai thi phai ¢o phién dich ¢6 chuyén mon.

Tai liéu dao tao: 13 ban sao dién tir (soft copy) bang tiéng
Viét hodc tiéng Anh c6 ban dich. Tai lidu dao tao phai
duoc cung clp cho PGBank trudc thoi diém dao tao t6i
thidu 05 ngay lam viée.

Mdi truomg dao tao:

- Nha cung cdp phdi cung cap hodc sit dung cdc cong
cu dao tgo thich hop cho chuong trinh dao fao duoc dé
xudt, bao gom Iy thuyét, huéng dan thuc himh va thao tdc
thuec 1 trén mdy.

- Nha cung cdp phdi thiét 1p méi trudomg dao tao va
thuc hanh can thiét riéng biét.

Bit budc

Chuyén
giao tai
liéu
dao tao

Cac tai liéu chuyén giao cho PGBank phai 13 cac tat liéu
chuin, pht hgp véi phién ban ‘mg dung trién khai tai
PGBank.

Nha cung cip phai thue hién viéc cip nhét tai liéu theo
timg l4n phét hanh hofic ning cdp phin mém tuong tng.

Tai liéu cin phai duoc chuyén giao theo hinh thitc 13 ban
sao dién ti (soft copy).

Trong sudt qu trinh trién khai dir 4n, Nha cung cép phai
truyén dat déy du kién thirc va ban giao cong nghé¢ cho
PGBank dam bao PGBank c6 thé tiép nhén hé thong.

Biit budc

Ban
giao

- Thar x4c nhén tai san, hodc dich vu tir héng cong nghé.

- Ung dung dang tai san, hodc dich vu do PGBank duoc
chimg nhin va quan ly '

- Tai liéu huéng din cai dit va trién khai

- Xac nhan dio tao chuyén mon tir nha ban hang.

Biit budc

Nha cung cdp phai cung cép thw cam két hd trg, bio
hanh, bio tri ciia nha san xuit d6i vdi timg danh muc
hang hda cung cap

Du6i day 13 mdt s6 yéu cdu vé dich vu Bao hanh, bao tri
va hd tro k¥ thuat ciia PGBank, dé nghi Nha cung cip néu
0 kha nang dap ung, muc do dap ting, trudng hop khéng
dép g, d& nghi Nha cung cip néu 15 1y do:

Hé tro I thudt chinh hang 24 gio/ngay va 07 ngay/tuan.

Théi gian ddp timg: 02 gic ké tir thoi diém nhdn dugc
thong bdo ¢o su co (co phuong dn thic hién hanh dong
khdc phuc).

Thoi gian khdic phuc si co t6i da: 04 gio ké tic thoi diém

Bit budc

nhén dwoc thoéng bdo co su c6, Nhi cung cdp phdi khdc
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Cé‘iu
STT cﬁg;gﬂ Yéu céu chi tiét ],;:;T;lii:
mon .
Pphuc xong sy c6 dé PGBank c6 thé hoat ddng nghiép vu

binh thuong.

Cdc hoat déng bdo himh, bdo tri va hé tro ky thudt déu
phdi dugc ghi nhdn nhdt ky thuc hién.




